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Algebraic Normal Form (ANF)

ANF: f:F; =T,
Fx) = > xa J] %7 =D dux" Ay € F>
uely  1<j<n u€ly

Partial order: u=<v & Viui<v; & x'[x¥ & vi=1

Inversion: Au= Z f(x) f(x)= Z Au
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Problem (Degree)

ANF: Fx) = D Aux"

Algebraic degree: degf = max wt(u)

u: =1

F:F5 — F3 deg F = maxdeg F; (min also makes sense)
I

Problem

Given F : F5 — F2' (in some form), determine or bound its algebraic degree

Typically: F = G0 o GV o .. .o GV with explicit G()
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Finer Problem (Monomials)

Example

Let F(x,y) = G(x)+ H(y) : F3" — F3 with deg G = deg H = n — 1. Then:
e degF=n—1
e F does not contain any of the monomials x;y; for all pairs (i, )

e in fact, F does not contain any multiple of those

e = F(ab)+F(a+6,b)+F(a,b+06')+F(a+0,b+0)=0 Va,b,é,¢

. integral cryptanalysis, cube attacks

. ciphers are very structured, we want to catch any such deficiencies
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Proposition (Naive bound)
Let f = go H. Then,

degf < degg x degH

Example
Say g(x) = x1x2x3. Then,
f(x) = g(H(x)) = Hi(x) - Ha(x) - H3(x)

—— —— ——
<degH <degH <degH

deg g times

: g a monomial function covers a lot of cases
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Boura-Canteaut bound (Boura and Canteaut )

Theorem (Boura and Canteaut 2013; Boura, Canteaut, and De Canniére 2011)
Let f = go H with H a bijection. Then,

Degree can not drop by a factor more than deg H~! when pre-composing H



Boura-Canteaut bound - example (SPN)

l l l l H : F2 — F2 (one SPN round)
S :F5 — F5 (an S-box)
A (affine)
degH =degS <m-1
Y A\ ¥ 4 H degH ' =degSt<m-—-1
s s s s
1600 | | T T | I
Y Y Y Y 1400 |- IUITIEE, Lt -
A 1200 F S i
1000 1 trivial bound ——— |
A y A Y deggoH 800 - new bound - - - - |
N N N N 600 - T
400 o
Y Y Y Y 200 —
A 0 | | 1 1 1 | 1
0 200 400 600 800 1000 1200 1400 1600
l l l l degg, whendegH =degH ' =3

Figure from (Boura-Canteaut-DeCanniére, FSE 2011) 7



Carlet bound

Theorem (Carlet 2020)
Let f = goH, where H:Fj — 5. Then,

degf < degg +deglr, —m

where
o 'y ={(x,H(x)) | x € F5}
1 ifH(x) =y,

o Ir, :F™™ 5 Fy: (x,y) —
0 otherwise
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Bound unification 1

For F : F5 — F7" define (Boura and Canteaut 2013)

0k(F)= max

aclf], wta<k

deg F

= max de oF
g:Fy—TF2, deg g<k 8 (g )

Essentially a “precomputed” answer to the problem (example):

k\12345678

5k\34677778

Question: how does it relate to the previous bounds?
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Bound unification 2

Theorem (Boura and Canteaut 2013)
53(/:_1) <n—k & 5k(F) <n-—/

= knowing d = deg F~1 = §;(F~!) yields 6,_4_1(F) < n—1
= knowing 0(F) is equivalent to knowing 6(F 1)

Theorem (Udovenko 2021)
The following are equivalent:
e S, (F)>u
e 3 monomial x*y? in 1r_(x,y) with

e deg, x®y? =wta > u, and
° degyxo‘yﬁ =wtf>m-—v
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Bound unification 2

Theorem (Boura and Canteaut 2013)

(Sg(Ffl) <n—k & 5k(F) <n—1/

= knowing d = deg F~ = 61(F 1) yields §,,_q_1(F) <n—1
= knowing 0(F) is equivalent to knowing §(F 1)

Theorem (Udovenko 2021)

The following are equivalent:
e 0,(F) = u with such v (i.e., 6,—1(F) < u)

e J monomial x“y?® in Ir (x,y) withwtoo = u,wtf=m—v

10



Bound comparison

F:(Fp)? — (For)? ¢ (x0, xr) — (x3, x>

deg F = deg F~1 = 4, deg 1,

20

)

deg,f

)

—— I-dimensional division property

=== deg F-based bound (naive)

~~~~~ deg F~'-based bound (Boura-Canteaut)

—-=deg I'r-based bound (Carlet)
e The lower closure of all degree pairs of monomials from the ANF of I'r
x Degree pairs not included in the lower closure
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deg.f



Bound comparison

F:(Fp)? — (For)? ¢ (x0, xr) — (x3, x>

deg F = deg F~1 =4, deg 1, = 20

- naive bound
- Boura-Canteaut bound (deg F 1)
- Carlet bound (deg1r,)

- maximal degree pairs of 1,
/ extremal §(F) values

)

deg,f

—— I-dimensional division property
~=- deg F-based bound (naive)

~~~~~ deg F~'-based bound (Boura-Canteaut) |

—-=deg I'r-based bound (Carlet) 3 A
e The lower closure of all degree pairs of monomials from the ANF of I'r
x  Degree pairs not included in the lower closure .

0 1 2 3 4 5 6 7 8 9 10 11 1213 14

deg.f
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Bound summary

Naive bound (deg F)
Boura-Canteaut (deg F' )
Degree || = -
bounds
Carlet (deg1r,) Y .
T |§ |B
Full 6 (F) @ 5 =
= state-based division property 2 ) g
= c é
word-based division property éb_ <
Monomial bit-based division property
bounds
perfect division property
(bit-based)
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Division property
From state-based to bit-based
On bit-based division property

Computational aspects
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Division property

From state-based to bit-based
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Multi-round usage of §(F)

e () e () | —e— (D (1) —e—s
- y y(r=2) y(r1 z
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Multi-round usage of §(F)

dry =61 (FU)) g, =1
e () ey (@) | —e—p Dby (1) | —4—s
- y y(r=2) y(r1 z
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Multi-round usage of §(F)

dr—o =6q4,_, (F(r=1))
d0=5d1(F(1)) d1=5d2(F(2)) |1 dr_1=51(F(r)) dr-=1
| ! ! I

F(1) Iy F2) (-1 —4 ) ——
xT y(l) y(T_Q) y(’l”—l) z

13



Multi-round usage of §(F)

dr—o =6q4,_, (F(r=1))
d0=5d1(F(1)) d1=5d2(F(2)) |1 dr_1=51(F(r)) dr-=1
| ! ! I

F(1) Iy F2) (-1 —4 ) ——
xT y(l) y(T_Q) y(’l”—l) z

Proposition

deg FN o FIro o F@ o FW < 4
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Multi-round usage of §(F)

dr_o =84, _, (F(T’—l))

do = 5d1 (F(l)) dy = 5d2 (F(Q)) | dr-1 = 6dr(F(r)) dr =4
F(1) Iy F2) (-1 —4 ) ——
xT y(l) y(T_Q) y(’l”—l) z
Proposition

deg FN o FIro o F@ o FW < 4

Proposition

5K(F(f) oFr-1 o o F@, F(l)) do by starting from d, = ¢

IA
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Multi-round usage of §(F)

dr_o =84, _, (F(T’—l))

do = 5d1 (F(l)) dy = 5d2 (F(Q)) | dr-1 = 6dr(F(r)) dr =4
F(1) Iy F2) (-1 —4 ) ——
xT y(l) y(T_Q) y(’l”—l) z
Proposition

deg FN o FIro o F@ o FW < 4

Proposition

5K(F(f) oFr-1 o o F@, F(l)) do by starting from d, = ¢

IA

Going from the left requires initial on the degree (do)
13



Word-based division property

Definition
Let F : (Fg)z — (F5)2 : (XL,XR) —> (FL(XL,XR)7 FR(XL,XR)).

e take a product of at most k; outputs of F; and at most kg outputs of Fg
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Word-based division property

Definition
Let F : (Fg)z — (F5)2 : (XL,XR) —> (FL(XL,XR)7 FR(XL,XR)).

e take a product of at most k; outputs of F; and at most kg outputs of Fg

e what are the in the two input parts that can be achieved?

Ok, ke (F) = MaxSet{ (wtaq,wtap)
| (B, Br) € (F3)?, wt B < ki, wtfBr < kg,

F(x, xr) % contains x"x3¢ }

14



Word-based division property - Trails

dy_o = 6d7__ (F(Tfl))
do =64, (FD) dy =64 (F®) ;! dioy =64, (FO)) g —¢
]

It F(Q) L _‘HF(T—l) . F(T) e
(1) y(r_2) y(r_l) z

——y ()
T Y

15



Word-based division property - Trails

€{0,...,n}?

dr_o =64, (F(r=1))

do =64, (FM) dy =684, (F®)

1
I
¢

e{0,...,n}?

e{0,...,n}?

dro1 =61(FM)  dy=(0,1)

—
z, | po |y
— | é
- y
R R

F(2)

= ——] ¢
yg‘—Q) F(T—l) y(Lr—l)

— —— ¢
yg—Q) yg—l)

F)

15



Word-based division property - Trails

e{0,...,n}?

dr_o € 8q,_, (F'1)

do € 8qy, (FV) dy € §q,(F?))

1
I
¢

e{0,...,n}?

e{0,...,n}?

dr_1 € 61(F)Y  d.=(0,1)

—
x, | @ ng
——] o
- y(l)
R R

(2

= ——] ®
yg"—2) F(r—l) yg’—l)

= ——] ®
yg’—2) yg’—l)

ja &)

15



Word-based division property - Trails

e{0,...,n}?
€{0,...,n}* €{0,...,n}? €{0,...,n}* €{0,...,n}?
dr—o € 8q,_, (F(T1)
do € 8q, (F()) dy € 64, (F®) . droy € 1(FM)  dp = (0,1)
; Iy ] ¢ ——
z, | Fr0 [ ¥ e |y peolel | por | 2,
; y A W ¢ ——
(1) (r-2) (r-1)
TR Yr Yr Yr ZR

Proposition (analogy to 1D)
do = (ki, kr) is a maximal reachable pair (from d, = (0,1))

= (FNgpo Fr=Y o .. )(x.,xgr) may not contain monomials x{"* x 3

with (wt ap, wtag) = (kg, kgr) 15



Word-based division property - Trails

e{0,...,n}?
€{0,...,n}* €{0,...,n}? €{0,...,n}* €{0,...,n}?
dr—o € 8q,_, (F(T1)
do € 8q, (F()) dy € 64, (F®) . droy € 1(FM)  dp = (0,1)
; Iy ] ¢ ——
z, | Fr0 [ ¥ e |y peolel | por | 2,
; y A W ¢ ——
(1) (r-2) (r-1)
TR Yr Yr Yr ZR

Proposition (better phrased)

do = (ki, kr) can NOT be reached (from d, = (0,1))

= (FOgpo FI o . )(x.,xgr) does NOT contain monomials Xij X

with (Wt oy, wt aR) >~ (kL, kR) 15



Word-based division property - Trails

e{0,...,n}?
€{0,...,n}* €{0,...,n}? €{0,...,n}* €{0,...,n}?
dr—o € 8q,_, (F(T1)
do € 8q, (F()) dy € 64, (F®) . droy € 1(FM)  dp = (0,1)
; Iy ] ¢ ——
z, | Fr0 [ ¥ e |y peolel | por | 2,
; y A W ¢ ——
. (1) (r-2) (r-1)
R Yr Yr Yr ZR

Definition (Trail)
A sequence (do, ..., d,),d; € {0,...,n}? is called a trail if d; € &,,,(FU+Y) or all j,

denoted (1) (2 (r=1) (r)
|5 1 /5 2 F r—1 F(r
do d1 - dr_1 d,

15



Bit-based division property (conventional)

€ {0‘ 1}71,
e {0,1}" ¢ {0,1}" ¢ {0,1}" ¢ {0,1}"
dr—z € 84, (F("1)
do € 54, (F) di € 84, (FP) ‘ dp_y € 51(F))  dr=(0,1,0,...,0)
—— (D) . @) = (-1 —s ) —e—
T Ya) Yr-2) Yir-1) z
Definition

ok(F) = MaxSet{ o | B =k, F(x)? contains x* }
Proposition

do = k can NOT be reached (from d, = (0,1,0,...,0))

= (F(y0 Fr=Y o .. )(x) does NOT contain monomial multiples of x*
16



Bit-based division property (simpler formulation, Hu, Sun, Wang, and Wang

pr y’éli; yz‘;_i;Q) yzl;i,ll) z(O,l,O,...,O)
— F(l) > F(2) L _$_>F(r—1) IR F(T) —
T Ya) Yr-2) Yer-1) <
Definition

PN yY if F(x)" contains a multiple of x" in its ANF

17



Bit-based division property (simpler formulation, Hu, Sun, Wang, and Wang

pr y’éli; yz‘;_i;Q) yzl;i,ll) z(O,l,O,...,O)
—— (1) ) (2) — - ——p(r-1) —— () ——
T Ya) Yr-2) Yer-1) <
Definition

xu £y yY if F(x)" contains a multiple of x" in its ANF
Proposition
() )
Fix u,v. Then, Awy,...,w,_1: (x* & ’ y(MS RS %yr;r:ll) - z")

To...0F1! . .
implies x" FrooF 7v does not hold (F(z)¥ does NOT contain a multiple of x")

17



Bound Summary (Review)

Naive bound (deg F)
Boura-Canteaut (deg F -
Degree | =
bounds
Carlet (deg1r;) 5 .
T |§ |2
Full §(F) s | |E
G(F) ----------1 > e -
= state-based division property z S =1
=g S
Ok ig(F) - ——------—1 4 word-based division property 3 2
&(F) ---------- <%  Dbit-based division property
Monomial perfect division property
bounds (bit-based)

18



Division property

On bit-based division property
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Interesting properties

Definition

xu 5 yY if F(x)" contains a multiple of x" in its ANF for some v/ < v

Theorem (Udovenko 2021)

The following are equivalent:

F
1. x¥ — yY
F—l
2.y — x7Y

3. x"y™ divides a monomial in 1r.(x,y)

19



Graph-indicator formulation

Proposition (Carlet 2020)

Let F(): F)"* - F3, ie{l,...,r},and F=F(Do...0o FU). Then,

]lrF(X,Z): Z ]lr[__(l)(xayl)']lrF(z)(yl».y2)""']lr',__(,)(yrflvz)'

(.ylv"'vyrfl)
m
€Fy x... xFy 1

20



Graph-indicator formulation

Proposition (Carlet 2020)

Let FO): T — F5", i€ {l,...,r},and F = F(Do.. .o FO). Then,

]lrF(X,Z): Z ]lr[__(l)(xvyl)']lrF(z)(y1>.y2)""']lr',__(,)(yrflvz)‘
(y17"'7yr71)
GIE'le...XIF;n”l

Theorem

1r.(x, z) contains a multiple of x“z" only if there exists a monomial sequence

x“ y;ll <€ ]lrF(1)(X7y1)

1 withwyVw),=...w,_1Vw._,=(1,...,1),
yr’ly;’Z E]lrF(z)(ylayQ) p 1 p 1 r=1 r—1 ( ? ) )
u=uv v

’

w,_ /
yrfllzv € ]lrF(z)(ylvy2) 20



Graph-indicator formulation

Theorem

1r.(x, z) contains a multiple of x“z" only if there exists a monomial sequence

x“ y;ll € ]lrF(1) (val)
with wiVwi=...w,1Vw. _;=(1...,1),

y1'ys? €1r ,(y1,52) , ,
u>-uv v

w'

y itz €lr , (y1,¥2)

if and only there exists a division property trail

g FO H F® F(r—1) t._1 FOO_
X yi Y, z

20



Division property
Computational aspects
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Computational aspects

F(1) F(r)
e Ju,...,v:(x¥Y — ... —>2z") ?- asearch problem

e word-based : exhaustive search / dynamic programming

e bit-based : use SAT solver or MILP optimizer (integer programming)

21



Computational aspects

F(1) F(r)
e Ju,...,v:(x¥Y — ... —>2z") ?- asearch problem

e word-based : exhaustive search / dynamic programming

e bit-based : use SAT solver or MILP optimizer (integer programming)
How to encode constraints of round propagation?

e parallel functions propagate separately
. u FO  _,, F® .
e precision loss: x" — z" —— yY may result in worse bounds than

F()oF(1)
e

Xll v

21



Recall: SPN structure
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Model S-box

Example: S : F§ — FF§

Generic approaches

e Compute set of valid transitions D = {(u, v)} C F3°, x¥ 2, yY
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Model S-box

Example: S : F§ — FF§

Generic approaches

e Compute set of valid transitions D = {(u, v)} C F3°, x¥ 2, yY
e SAT: logic synthesis (Quine-McCluskey, Espresso, etc.)
e MILP: convex hull 4+ greedy optimization

Better approaches

e valid transitions are monotone = 1 DNF clause per maximal monomial in 1
e remove redundant transitions (reduce search space): another monotone bound

e 1 CNF clause is 1 inequality: (can be improved)

(uo V —u1 V uz) <= ug+ (1 —u1)+ up > 1 (binary variables) -



Model S-box

Example: S:F8 — F§  AES S-box: &~ 400 CNF clauses, 27 inequalities

Generic approaches

e Compute set of valid transitions D = {(u, v)} C F3°, x¥ ER yY
e SAT: logic synthesis (Quine-McCluskey, Espresso, etc.)
e MILP: convex hull 4+ greedy optimization

Better approaches

e valid transitions are monotone = 1 DNF clause per maximal monomial in 1

x0101y0111 =

e remove redundant transitions (reduce search space): another monotone bound

(ﬁul N —uz N V1)

e 1 CNF clause is 1 inequality: (can be improved)

(uo V —u1 V uz) <= ug+ (1 —u1)+ up > 1 (binary variables) -



Model linear layer

Example: L :F32 — F32

Proposition (Zhang and Rijmen 2018)

L . . . .
x" = yY and v is minimal <= the submatrix of L indexed by the vectors u, v is
invertible
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Model linear layer

Example: L :F32 — F32

Proposition (Zhang and Rijmen 2018)

L . . . .
x" = yY and v is minimal <= the submatrix of L indexed by the vectors u, v is
invertible

problem: very difficult to encode
solution 1: model the inverse matrix by variables, encode matrix multiplication

solution 2: use a lossy method (decompose L into XORs) and filter solutions (lazy,

callback)

24
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Bound Summary (Review)

Naive bound (deg F)

Straightforward I I

computation

Carlet (deg1r,) 5 .

T |5 |

Full §(F) @ s S

= state-based division property Z S 8

. - = = o

Exh h .. 17 =

xhaustive/heuristic # word-based division property & >

(dynamic programming)

SAT/MILP/SMT/CP

(search problem) 5 bit-based division property

perfect division property
(bit-based)
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Bound Summary (Review)

Naive bound (deg F)
Boura-Canteaut (deg F’ -1
Straightforward N I
computation
Carlet (deg1r,) =3 .
T |5 |
Full §(F) e = =
= state-based division property 2 g' g
. - S = )
Exhaustive/heuristic Bff @ 2
(dynamic programming) 5 word-based division property <3
SAT/MILP/SMT/CP . ..
(search problem)  ~ 5 bit-based division property
SAT/MILP/SMT/CP N perfect division property
(counting problem) (bit-based)
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Perfect division property

Definition

F . : . o
x¥ S5 yv if  F(x)“ contains a multiple of x¥ in its ANF for some v/ < v
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Perfect division property

Definition

xt yY if F(x)" contains a-multiple-of x" in its ANF forsomev/=—v

exact
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Perfect division property

Definition

F . . _
x" —— yY if F(x)" contains x" in its ANF
exact
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Perfect division property

Definition

xt yY if F(x)" contains x" in its ANF

exact

Theorem (Hu, Sun, Wang, and Wang 2020)

A trail
XY F(NoF(r=1)o_ oF®) p
exact
is valid if and only if the total
o F(1) wi F() F(r—1) w,_1 FO v
exact > (1) exact " exact (r=1) exact
is (trail = vector (wi,...,w,_1))

26



Perfect division property and degree lower bounds

Computational aspects
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Computational aspects

e SAT/MILP models: similar, but have to use generic models (not monotone
anymore)

e Have to count trails: feasible only in a few cases (small block size/small number of
rounds)

e Have to include keys as variables (all previous techniques were key-agnostic)

27



Perfect division property and degree lower bounds

Proving degree lower bounds
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Proving degree lower bounds (1)

Let E(x, k) : F5 x FJ' — FJ be a keyed permutation. We want to prove absence of
integral distinguishers:

Definition (Integral resistance)

For any set of inputs ) C X C Fj and any 3 € F5 \ {0}, the function

> xex (B, E(x, k)) is strictly key dependent.
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Proving degree lower bounds (1)

Let E(x, k) : F5 x FJ' — FJ be a keyed permutation. We want to prove absence of
integral distinguishers:

Definition (Integral resistance)

For any set of inputs ) C X C Fj and any 3 € F5 \ {0}, the function

> xex (B, E(x, k)) is strictly key dependent.

Theorem (Hebborn, Lambin, Leander, and Todo 2021)

It is sufficient to require that Vu, 3 € F} the coefficient of x" in (3, E(x,k)) is a
non-constant function of the key, and all these functions are linearly independent

(u#(1,...,1),8+#(0,...,0))

28



Proving degree lower bounds (2)

Definition (Integral resistance matrix: Hebborn, Lambin, Leander, and Todo

2021)
Let Ajj., denote the coefficient of x € k" in Ej(x, k). For some vectors v,. .., vs let
AL L, ALlva -+ ALl
)\2,1;v1 )\2,1;V2 e )\2,1;v5
>\n,1;v1 )\n,l;vz cee /\n,l;v5
T - )\1,2;v1 >\1,2;vz CIEaE A1,2;v5 = Fnzxs
A2.2:v, AL2iva -0 A22, 2
Aijiva Aigiva oo i
/\nfl,n;vl )\nfl,n;vz oo )\nfl,n;vs
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Proving degree lower bounds (3)

Theorem (Hebborn, Lambin, Leander, and Todo 2021)

If there exists an integral resistance matrix | of full rank n® for E(x, k), then
E'(x,k||k") = E(x + k', k) : F§ x FY" x FJ' is integral resistant.
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Extra whitening key k’: translate key-dependence from maximal monomials to
lower-degree monomials
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Proving degree lower bounds (3)

Theorem (Hebborn, Lambin, Leander, and Todo 2021)

If there exists an integral resistance matrix | of full rank n® for E(x, k), then
E'(x,k||k") = E(x + k', k) : F§ x FY" x FJ' is integral resistant.

Extra whitening key k’: translate key-dependence from maximal monomials to
lower-degree monomials

Example: x1xox3 becomes (x1 + k’1)(x2 + k’2)(x3 + k’3) with all 23 functions (from
fixing x) being linearly independent

Cost: > n* calls to perfect division property (parity counting)

Optimization: carefully choose key monomials (the v;) to aid computations
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Open problem - extended representation

Let S: F) — Fj for a small n, e.g. n=14,8
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Open problem - extended representation

Let S: F) — Fj for a small n, e.g. n=14,8
1r, typically has few maximal monomials x“y"

For linear maps A, B, maximal monomials of 1, . , can not be computed from
MaxSet(1rg) (in general)

Question: how to represent all such sets compactly?
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e links to theory (graph indicators)
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Conclusions

Conclusions

e division property is a powerful technique for degree/monomial bounds
e information/precision/computations trade-off

e links to theory (graph indicators)

Open problems

e represent MaxSet(1r, g ,) for all linear A, B compactly
e computational hardness (conventional division property)
e better handling of large linear maps

e generalization to non-binary fields
C.f. survey “Mathematical aspects of division property” (CCDS 2023)
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