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Gray-box Model (Side Channels)

Breaking ECDSA on iPhone 4 using a $2 probe and a sound card. [GPPTY16] 4

http://www.cs.tau.ac.il/~tromer/mobilesc/
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Why White-box Model?

1. [DH76] Public-key encryption (very fast decryption)

2. [ChoEisJohVOor02] Digital Rights Management (e.g., Widevine)

3. Mobile payments (Host Card Emulation)

4. Secure Element emulation in software

5. General cryptographic obfuscation: advanced protocols
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White-box History Overview

2002 [ChoEisJohVOor02] seminal proposal (table-based)

2004 [BilGilEch04] dedicated practical attack on the CEJVO scheme

2004-now dozens of design attempts and attacks, all broken

2015-2016 [SMH15; BHMT16; SMG16]
gray-box attacks break "white-box" designs (correlation, faults)

2018-2023 [GPRW20; BirUdo18; SEL21; BirUdo21]
algebraic attacks and countermeasures (this talk)

black-box gray-box white-box
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Differential Power Analysis [KocJafJun99]

Figure: [GPPTY16] (CCS 2016) 8



Differential Power Analysis [KocJafJun99]

input

secret key

output

8



Differential Power Analysis [KocJafJun99]

input

secret key

output

1

0

8



Differential Power Analysis [KocJafJun99]

input

secret key part

output
f

8



Differential Power Analysis [KocJafJun99]

input

secret key part

output
f

correlates?

8



Differential Power Analysis [KocJafJun99]

input

secret key part

output

Wrong key guess

cor(power(t), f )

f

8



Differential Power Analysis [KocJafJun99]

input

secret key part

output

Correct key guess

cor(power(t), f )

f

8



Differential Power Analysis [KocJafJun99]

input

secret key part

output

Correct key guess

cor(power(t), f )

f

high correlation

8



Countermeasure 1 - Linear Masking [ISW03]

• Based on Secret Sharing
• Every intermediate value f is represented as

f = x1 + . . .+ xn

• where x1, . . . , xn−1 are sampled uniformly at random

• Computations on tuples (x1, . . . , xn)

Effect 1: combinatorial explosion in locations

Effect 2: noise amplification
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Countermeasure 2 - Shuffling [KocJafJun99; HOM06]

Program:

1. Operation 1

2. Operation 2

3. Operation 3

4. Operation 4

• Effect: (small) noise amplification (aid masking)
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Algebraic Attack

• DPA breaks "White-box" designs [BHMT16]

• Linear masking in white-box?

• Problem: no measurement noise!

• Only locations of shares x1, . . . , xn are unknown

• Find them using linear algebra [GPRW20; BirUdo18]
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Algebraic attack - Illustration
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Nonlinear Masking [BirUdo18] (ASIACRYPT 2018)

• First security model against
algebraic attacks (gray-box style)

• First nonlinear quadratic scheme:

f = ab + c

• Security proof

• Generalized and improved in
[SEL21]
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Dummy Shuffling [BirUdo21] (EUROCRYPT 2021)

⋯x $ $

$

C C C⋯⋯

y × ⋯ ×

• Extension of basic shuffling

• Dummy slots are essential!

Resulting Protection:
• Very efficient
• Any-degree protection

• Provably secure (restricted)
(Boolean functions framework)
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Summary

1. DPA breaks ad-hoc white-box designs

2. Linear masking prevents DPA

f = x1 + . . .+ xn

3. Algebraic attack breaks linear masking (in white-box)

TraceMatrix × z = f (input, key)

4. Countermeasures: nonlinear masking and dummy shuffling

f = ab + c
⋯x $ $

$
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WhibOx Contests [Whibox2017; Whibox2019]

WhibOx competitions 2017, 2019 (white-box AES implementations)
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Algebraic attacks

1. (Ongoing) Evaluation of mixed correlation-algebraic attacks (LPN)

TraceMatrix × z = f (input, key) + error

2. Extending algebraic security model to fully white-box
(pseudorandomness, encoding and decoding stages)

⋯x $ $

$

C C C⋯⋯ Critical part

Encode

Decode

y × ⋯ ×

3. New nonlinear masking schemes? (degree ≥ 4 is still an open problem)

f = abcd + e?
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Beyond Algebraic Attacks

Fault countermeasures (white-box specifics)

Pseudo-randomness protection

Combination of countermeasures

Structure-hiding methods

Overall strategy: provably-secure components, small steps, scientific approach
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Conclusions

White-box cryptography: 20-year-old challenging open
problem

Should we try to extend the gray-box model first?
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