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GRAY-BOX MODEL (SIDE CHANNELS)

Breaking ECDSA on iPhone 4 using a $2 probe and a sound card. [GPPTY16]


http://www.cs.tau.ac.il/~tromer/mobilesc/
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. General cryptographic obfuscation: advanced protocols
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From Gray-box to White-box
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Figure: [GPPTY16] (CCS 2016) 8
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- Based on Secret Sharing
« Every intermediate value f is represented as

f=X1+...+Xn
f

+
AN

+ Computations on tuples (xq,...,Xn) Xy X2 X3

eommet o NI o
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Program:
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« Effect: (small) noise amplification (aid masking)
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ALGEBRAIC ATTACK

« DPA breaks "White-box" designs [BHMT16]

+ Linear masking in white-box?

« Problem: no measurement noise!

+ Only locations of shares xq,...,x, are unknown

» Find them using linear algebra [GPRW20; BirUdo18]
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« First security model against
algebraic attacks (gray-box style)

« First nonlinear quadratic scheme:
f=ab+c

+ Security proof

+ Generalized and improved in
[SEL21]
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NONLINEAR MASKING [ 1 (ASIACRYPT 201

Algorithm 3 Minimalist Quadratic Masking Scheme.

1: function ENCODE(z,7a,7s)
2: return (74,76, a7 O )

3: function DECODE(a,b, ¢)
4: return ab® ¢

o o . 5: function EVALXOR((a,b, ), (d,e, f), (ra,rs.7c), (Ta,Te,75))
« First security model against 6 E“t‘b' s Rammii<(<(a,zf,c%((ﬂ,,-h.(,»r»)) Hwren
. 7 d,e, ) < REFRESH((d, e, [),(Ta,Te,TF
algebraic attacks (gray-box style) yorcped
10: zZ4cd ) ae @ bd

First nonlinear quadratic scheme: Ui return (@,,2)

12: function EVALAND((a, b, ¢), (d, e, f), (ra, 7, 7c), (Ta, e, 75))
13: (a,b,c) < REFRESH((a,b,¢), (ra, b, 7¢))
— 14: (d.e, f) < REFRESH((d. e, ), (ra,Te,7f))
f - ab + c 15: Ma < bf ree
16: mg  ce ®rpb
17: T4 aeDry
18: Yy bdDre

° Security prOOf 19: z 4 amg ®dmg ® rery @ cf

20: return (z,y, z)
° Gen eralized and im proved I n 21: function REFRESH((a, b, c), (Ta,Ts,7c))

22: Ma < 1q - (bD 1)

[SEL21] 23: mp < 1p- (@ Dre)

24: Te 4= Ma @ms @ (Ta ®re)(ro Dre) @ re

25: a+—ad®re
26: bebam
27:  cc@re 13

28: return (a,b,c)
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$ « Extension of basic shuffling
I

—= 1 g « Dummy slots are essential!
|

Resulting Protection:

« Very efficient

<7 « Any-degree protection

l « Provably secure (restricted)
X (Boolean functions framework)
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SUMMARY

1. DPA breaks ad- hoc white-box designs
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SUMMAR

1 DTﬂmiv i

n i
r masking prevents DPA
f=X1+...+Xn
3. Algebraic attack breaks linear masking (in white-box)
TraceMatrix x z = f(input, key)
4. Countermeasures: nonlinear masking and dummy shuffling




WHIBOX CONTES

WhibOx competitions 2017, 2019 (white-box AES implementations)

Pseudonym

cryptolux

grothendieck

sebastien-

riou

Pseudonym

cryptolux

white_mountain

Mugiwara

Identities

Alex Biryukov, Aleksei Udovenko
(University of Luxembourg)

Leandro Marin
(University of Murcia and Philips)

Sébastien Riou

Identities

Alex Biryukov, Aleksei Udovenko
(University of Luxembourg)

anonymous

Stéphane Cauchie

Score

406

78

66

Score

3308.28

728.22

666.08
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1. (Ongoing) Evaluation of mixed correlation-algebraic attacks (LPN)

TraceMatrix x z = f(input, key) + error
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ALGEBRAIC ATTACKS

1. (Ongoing) Evaluation of mixed correlation-algebraic attacks (LPN)

TraceMatrix x z = f(input, key) + error

2. Extending algebraic security model to fully white-box
(pseudorandomness, encoding and decoding stages)

3. New nonlinear masking schemes? (degree > 4 is still an open problem)

f = abcd + e? .



BEYOND ALGEBRAIC ATTACKS

% Fault countermeasures (white-box specifics)
5P Pseudo-randomness protection
& Combination of countermeasures

+7
-

Structure-hiding methods
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BEYOND ALGEBRAIC ATTACKS

% Fault countermeasures (white-box specifics)
5P Pseudo-randomness protection
& Combination of countermeasures

+7
-

Structure-hiding methods

Overall strategy: provably-secure components, small steps, scientific approach

18



CONCLUSIONS

@ White-box cryptography: 20-year-old challenging open
problem

‘ Should we try to extend the gray-box model first?
4
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