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Legendre Symbol, PRG, PRF

Let p be an odd prime.
1, if a= b? for some b # 0,
<a> = 0, ifa=0, = aP-1)/2 (mod p).

p .
—1, otherwise.

Damgérd (CRYPTO 1988), conjecture:

k k+1 k+2 .
K , ,... is pseudorandom.
p p P

Grassi et al. (CCS 2016):

(k%) is a very efficient PRF for MPC.
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Cryptanalysis of the PRF

Ref. Time #Queries Comment

Initial claim O(p) O(logp) exhaustive search

(CCS 16)

Khovratovich O(vp) O(p) birthday-bound
(ia.cr/2019/862)

Beyne et al. (N)(ﬁ) O(¥/p) reduced data complexity

(ia.cr/2019/1357)
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Cryptanalysis of the PRF

Ref. Time #Queries Comment

Initial claim O(p) O(log p)  exhaustive search
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{(a) = l% (1 - (%))J 0 - quadratic residue, 1 - non-residue
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{(a) = l% (1 - (%))J 0 - quadratic residue, 1 - non-residue
Le(a) :=U(k + a)

Le(a+[m]) == (Lk(a), Lk(a+1), ..., L(a+ m—1))
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Notation

l(a) = E (1 - (%))J 0 - quadratic residue, 1 - non-residue
Lx(a) :==4(k + a)

Lk(a + [m]) = (Lk(a), Lk(a + 1), ceey Lk(a +m— 1))

Assumption (heuristic):
Li([m]) has few collisions when m = Q(log p).
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Let m = [log p]

Step 1: Fill Table 7,

query and store
L(ai +[m])

for Q/m

randomly sampled a;
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Table-based Attack

Let m = [log p]

Step 1: Fill Table T,
query and store
Li(aj + [m])

for Q/m

randomly sampled a;

Step 2: Sample & Match

compute and lookup
Lo(bj + [m])

for pm/Q
randomly sampled b;
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Table-based Attack

Let m = [log p]
Step 1: Fill Table T, Step 2: Sample & Match
query and store compute and lookup
L(ai + [m]) Lo(bi + [m])
for Q/m for pm/Q
randomly sampled a; randomly sampled b;

A collision (aj, bj) reveals the key: k = b; — a;.

Complexity: Time: O(Q +p log? p/Q),
Memory: O(Q) bits
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Reducing Queries (1)

Let's exploit multiplicativity of the Legendre symbol:

(2)-()) wanser

In terms of ¢:

{(ab) = {(a) ® £(b) forall a,b e F,,
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Consider a sequence (a,a+1,a+2,...) CFp.

a+0 a+ 1 a+2 a+3 a+4 a+b a+0 a+7
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Consider a sequence (a,a+1,a+2,...) CFp.
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Consider a sequence (a,a+1,a+2,...) CFp.

a+0

=
¥
o

4 —

[l

a+1 a+2 a+3 a+4 a+hH a+6
a+l a+2 a+3 a+d a+s a+h
2 2 2 2 2 2
I a a a+1 a+ a+l
+1 5+2 +3 S +0 Hrl 42

a+T
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Consider a sequence (a,a+1,a+2,...) CFp.

a+0 a+1 a+2 a+3 a+4 a+hH a+6 a+7
a+0 a+l a+2 a+3 a+d a+h a+hb a+7

2 2 2 2 2 2 2 2
a I a a a+1 a+ a+l a+l
5+0 g+1 5+2 5+3 G0 H el 542 53

Two new sequences starting at 5 and %1!
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Reducing Queries (2)

Consider a sequence (a,a+1,a+2,...) C Fp.

a+0 a+ 1 a+2 a+3 a+4 a+5H a+6 a+7
a+0 a+6 a+7
2 2 2
—— ) S
I’ +TI atl 2] a+l 3
43 a+ @ é e
3+0 0 Al a2 S

Legendre symbols ¢ match up to the constant ¢(2).
6/13



Reducing Queries (2)

Consider a sequence (a,a+1,a+2,...) C Fp.

a+0 a+1 2 a+3 a+4 a+H a+6 a+7
a+0 a+l a+3 a+d 5 a+6 a+7
3 3 3 3 ] 3 3
. -
— -
T ///
o
o
e
./
— ~
) +[e./ — ~
+ atl 4 2 ats o ) )
3 1 3 ] 3

1=
+

Can use any other (small) number instead of 2,
as long as sequence length allows.
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Q consecutive bits queried — ~ Q2/m sequences of length m
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Reducing Queries (2)

Q consecutive bits queried — ~ Q2?/m sequences of length m
Improved attack complexity:

Time: O(Q? + plog? p/Q?),

Memory: O(Q?) bits

(reduces query complexity but still only up to the birthday bound)
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Reducing Queries (2)

Q consecutive bits queried — ~ Q2?/m sequences of length m
Improved attack complexity:

Time: O(Q? + plog? p/Q?),

Memory: O(Q?) bits

(reduces query complexity but still only up to the birthday bound)

Open Problem: better data structure/algorithm for subsequence
lookup?
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Higher-order PRF
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Linear Legendre PRF:

Li(a) .=k + a),
secret: k € [F,,
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Higher-order PRF

Linear Legendre PRF:

Li(a) .=k + a),
secret: k € I,

Degree-d Legendre PRF:

Lr(x(a) := £(f(a)),
secret: f € [Fp[x| monic,degf = d

Example for d = 3:

Lx3+k2x2+klx+ko(a) = 6(33 + k232 + kia+ k0)>
secret: ko, k1, ko € F),
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Degree-d Legendre PRF:
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m Generally, no birthday-bound attacks
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Cryptanalysis

Degree-d Legendre PRF:

Lf(x)(a) = g(f(a))7
secret: f € Fp[x] monic,degf = d

m Generally, no birthday-bound attacks
m Khovratovich: attack with time O(p?~'d)
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Cryptanalysis

Degree-d Legendre PRF:

Lf(x)(a) = g(f(a))7
secret: f € Fp[x] monic,degf = d

m Generally, no birthday-bound attacks

m Khovratovich: attack with time O(p?~'d)
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m Weak key attacks!
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Let f be a secret polynomial of degree d.
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Let f be a secret polynomial of degree d.

Assume it splits completely over F, (Pr~ 1/d!):

f(xX)=(x+n)x+n)...(x+rg)
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Weak Keys

Let f be a secret polynomial of degree d.
Assume it splits completely over F, (Pr~ 1/d!):

f(x)=(x+n)x+rn)...(x+rq)

UF(x)) =lx+n)dlx+nrn)®...0lx+rg)
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Uf(x))=Llx+n)®lx+n)E...0lx+rq)
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Uf(x))=Llx+n)®lx+n)E...0lx+rq)

Choose an arbitrary sequence a1, as, ..., am.
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Weak Keys

UF(x)) =lx+rn)dlx+nrn)®...0lx+rg)

Choose an arbitrary sequence ay, as, ..., am.

Query the vector
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Weak Keys

UF(x)) =lx+rn)dlx+nrn)®...0lx+rg)

Choose an arbitrary sequence ay, as, ..., am.

Query the vector

V= (((F(a1)), £(F(22)), . ., £(F(am))) € FY

Compute all p vectors with r € Fp:

v, = (e(al—|—r),€(a2+r),...,€(am—|-r)) EF?

A d-XOR-SUM:
V=V, OV, D...D vy
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d-XOR-SUM:

V=V, DV, D...D vy

m Unique solution! Wagner's algorithm does not directly apply...
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Weak Keys

d-XOR-SUM:

V=V, DV, D... DV,

m Unique solution! Wagner's algorithm does not directly apply...
m Factors of f(x) do not have to be linear.
m Birthday-bound attack when there is a factor of degree |d/2].
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The End

Open Problems

Better data structure/algorithm for subsequence lookup?
Birthday-bound attacks for all keys? (Higher-degree L.PRF)
Beyond-birthday-bound attacks?

la.cr/2019/1357
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