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Cryptography

Providing secure communication in the presence of adversaries

Envelope: Confidentiality
(nobody can read if)
Seal: Integrity
(nobody can modify if)

aul

Signature: Authentication
(it was written by the right person)
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Public-key (Asymmetric) Cryptography

different keys for encryption and decryption (public and private) I
basic use-cases: key exchange / key encapsulation, digital signatures

advanced use-cases: FHE, ZK-proofs, MPC, iO, ...

examples: RSA, (EC)DSA, Elliptic Curve Cryptography

post-quantum: lattice-based, code-based, ...
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Public-key (Asymmetric) Cryptography

different keys for encryption and decryption (public and private)

advanced use-cases: FHE, ZK-proofs, MPC, iO, ...
examples: RSA, (EC)DSA, Elliptic Curve Cryptography
post-quantum: lattice-based, code-based, ...

Security guarantees

m provable reductions to natural hard problems (usually)

m factoring, discrete logarithm, shortest lattice vector, ...

basic use-cases: key exchange / key encapsulation, digital signatures

y2=x3—2x+1
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Secret-key (Symmetric-key) Cryptography

requires pre-shared secret key (between both parties)
main goal: authenticated encryption (confidentiality + integrity + authenticity)
high-level constructions: provably secure based on low-level primitives

low-level constructions: ad-hoc mixture of bitwise/arithmetic operations, lookup
tables

Y ‘ﬁﬁﬁ’
K&K A
K

Va
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Secret-key (Symmetric-key) Cryptography

requires pre-shared secret key (between both parties)
main goal: authenticated encryption (confidentiality + integrity + authenticity)
high-level constructions: provably secure based on low-level primitives

low-level constructions: ad-hoc mixture of bitwise/arithmetic operations, lookup
tables

Y ‘ﬁﬁﬁ’
K&K A
K

Va

Security guarantees (low-level)

e c

breakiné the security properties

m cryptanalysis: researchers trying their best in
(faster than generic attacks)

m proving security against main attacks (linear/differential, integral)
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m block cipher : F3 x F5 — F4 : (plaintext, key) — ciphertext
m most cases: n = 64,128 bits
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Block Ciphers and Iterated Construction

m block cipher : T x F5 — T3 : (plaintext, key) ~ ciphertext
m most cases: n = 64,128 bits

m (!) all designs are based on iterating a simple function f

m (P stands for the XOR operation (addition in Fj)
m properties: a@® a =0 for all a € FJ, subtraction = addition

k

|

Optional Expansion Algorithm

!

02 DAy — [P~ =
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Example: ARX-based Block Cipher “Speck”

Xj Yi

m 2w-bit block size (32 to 128 bits)
m ARX design: Addition-Rotation-Xor

ki _,E; @E m addition modulo 2%

m 22-34 rounds (depending on w and k)
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Example: SPN Structure for Block Ciphers

.(
S5
.<
U

.<
5
.<

NEZE

7 Yo

m Substitution-Permutation® Network

m 64/128-bit block size (block ciphers)

m 192-1600-bit state size (permutations)

m S-boxes : arbitrary small bijections,
operating on 4-8 bits

m 6-60 rounds (depends on S-box, linear layer)
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Example: SPN Structure for Block Ciphers

m Substitution-Permutation® Network
m 64/128-bit block size (block ciphers)
m 192-1600-bit state size (permutations)

k. [ A AN AN AN AN A A A AN A AN AN AN A
[AANPNPNPNPNPNPNPNPNPNPNPNPNPNPNPN

U

S S S S

Linear Layer

m S-boxes : arbitrary small bijections,
operating on 4-8 bits

RERRRRRRRRRREER m 6-60 rounds (depends on S-box, linear layer)

! Historical term; “permutation” now is more generally a linear map 6/43



Security-Performance Trade-off

cryptographers know how to design secure block ciphers
example: AES designed in 1998, only 7/10 rounds broken® as of 2022
state-of-the-art: security-performance trade-off

Internet of Things: need for lightweight cryptography

aggressive performance improvements require tedious cryptanalysis

7 pecuny

R |
Speed r—'—» Size

'With a significant improvement over exhaustive search
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What is Cryptanalysis?

m searching for flaws/weaknesses K &k
m adversary can query the encryption/decryption oracles <
k
m goal: -
m distinguish from a random permutation, or
m recover the secret key m Ek(m)
Y
m attack as many rounds as possible Adversary  |— k
m the remaining rounds are called the security margin

Example: AES has 7/10 rounds attacked = 30% security margin
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Differential Cryptanalysis - Idea (giham and Shamir 1991)

X @ X/ = AX
| | m Biham and Shamir (1980s), IBM/NSA (1970s)
Ence Ency m idea: study propagation of differences (in F3)
m statistical bias = distinguisher, e.g.
¢ ¢ Enck —n
PrlAy, — Ay > 2
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Differential Cryptanalysis - Trails

1011 0000 0000 0000

l

|

|

|

s lls s ls ]

0101 ¢ 0000

0000

0000

Linear Layer

0001 ¢ 0000

1101

0000

s s s ]Ls]

1000 ¢ 0000

1001

0000

Linear Layer

!

0000 0000 0111 0000

!

!

!

How to find such biases?

propagate differences through the structure of the cipher

deterministic propagation through ®k:
(x®k)e (X ®k)=xdx

deterministic propagation through linear maps:
L(x) @ L(x & Ax) = L(Ay)

active S-boxes are the only source of nondeterminism
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Differential Cryptanalysis - Trails

Ay

0101 ¢ 0000 + 0000 ¢ 0000

1011 0000 0000 0000

AN A B

s ls s s

Linear Layer

0001 ¢ 0000 ¢+ 1101 1 0000

1000 ¢ 0000 ¢ 1001 ¢ 0000

HIEIEE]

Linear Layer

L1 1 ]

0000 0000 0111 0000

How to find such biases?

m differential trail: a sequence of state differences, e.g.
Ay — A, = A,

m trail probability:

PI’[AX 1 round AZ 1 round Ay]
=Pr[a, L% AL] - Pr{a, 2 A ]
=Pr[1011 = 0101] - Pr[0001 = 1000] - Pr[1101 =5 0111]
<Pr[A, 225 A
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Differential Trails - Graph-based Viewpoint
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AES: Resistance to Differential Cryptanalysis (paemen and Rijmen 2002)
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AES: Resistance to Differential Cryptanalysis (paemen and Rijmen 2002)

MixColumn

MixColumn

MixColumn

MixColumn

Ay AL ALE A

b b
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AES: Resistance to Differential Cryptanalysis

S S
Npt A1t Aot As
MixColumn
Aot Dip Aoy Ag
S S

I

!

MDS property
m either all differences are 0 (inactive)

m or at least are 5 non-zero (out of 8)
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AES: Resistance to Differential Cryptanalysis

S S S
Npt A1t Aot As
MixColumn
Aot Dip Aoy Ag
S S S

Lo

!

MDS property

m either all differences are 0 (inactive)

m or at least are 5 non-zero (out of 8)

Pen-and-paper resistance bound

m let 05 = MaXa:£0,b£0 Pr[a i} b] — 06

m every 2 rounds : > 5 active S-boxes

m = prob. of any 10-round trail

< (()‘5)55 — 2—150
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AES: Resistance to Differential Cryptanalysis

S S
Npt A1t Aot As
MixColumn
Aot Dip Aoy Ag
S S

I

!

MDS property

either all differences are 0 (inactive)

or at least are 5 non-zero (out of 8)

Pen-and-paper resistance bound

let 05 = MaXaz£0,b£0 Pr[a i} b] =26
every 2 rounds : > 5 active S-boxes

= prob. of any 10-round trail | < (d5)5% = 27150

better: every 4 rounds : > 25 active S-boxes

= prob. of any 4-round trail
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MILP Model for Counting Active S-boxes (Mouha, Wang, Gu, and Preneel 2012)

xér)

|

xl(r)

|

x2(r)

|

x3(r)

|

EHIENEIE]

(),
Xo

xl(')

XZ(’)

(),
X3

|

MixColumn

(r+1),
o

(r+1),
Xi3

(r+1),
*10

(r+1),
7

ElENENE]

Xér+1)

I

(r+1)
X13

!

(r+1)
X10

I

X7(r+1)

variables:

X0 €{0,1}, 0<i<16, 0<r<10 (Sbox active?)

Lj(r) €{0,1}, 0< <4, 0<r<9 (MixColumn active?)

MixColumn (ex. for the 15t MixColumn 1°* round):

7+ 5O o D+ D g D > 5,

at least one active: Zixi(O) >1

objective: minimize 3. r)

Il’ I
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MILP Model for Counting Active S-boxes (Mouha, Wang, Gu, and Preneel 2012)

Results (AES):

r |1 23 4 5 6 7 8 9 10 11 12 13 14
bound |1 5 9 25 26 30 34 50 51 55 59 75 76 80
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MILP Model for Counting Active S-boxes (Mouha, Wang, Gu, and Preneel 2012)

Lol 2] [ [ Tolrl T [ [T T T sfiofl [T T 11 [T [2s20 [o1] [o] [

rTlllllllllllliiii }FF\\E\

[ el [ [ IefsT [T T[T T [rofar]
Analy5|s up to all 96 rounds

[ [ [ [z0fz0f21] [o] [
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MILP Models for Bit-Permutation Ciphers (sun, Hu, Song, Xie, and Wang 2014b)

X
Y
.(

5
.(
.(
.(

/jm

N

Xim+0 —

Xim+1 —

Xim+m-1 —|

—— Yim+0

— Yim+1

— )/jm+m—1

variables:

X7 e{0,1}, 0<i<n, 0<r<R (bit active?)

AJ(.r) €{0,1}, 0<j<n/m, 0<r<R (S-box active?)
S-box activity:

Xmj+0 + o+ Xmjrm—1 + Ymj+0 + ... + Ymjtrm—1 = Brs - A;
Xmji+0 S Ajy oy Ymjrm—1 S A;

S-box input-output activity:

m- ()/mj+0 +...+ )/mj+m—1)

Xmj+0 +...+ Xmj+m—1 <
Ymj+0 +...+ Ymj+m—1 <m- (ij+0 +...+ ij+m—1)

objective: minimize Zj rAJ(-r)
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Searching for Correct Trails (sun, Hu, Wang, Qiao, Ma, and Song 20142)

m goal: model valid differential transitions through an S-box precisely:
Ds = {(A, ) : A 2 A} C{0,1)2

m idea: compute the convex hull of D (over R, H-repr.)

m indeed, any convex combination of a subset of {0,1}?"
can not equal to a new integral point
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m goal: model valid differential transitions through an S-box precisely:
Ds = {(An ) A 2 A} € {0,1)

m idea: compute the convex hull of D (over R, H-repr.)

m indeed, any convex combination of a subset of {0,1}2"
can not equal to a new integral point

m simplification: for binary variables, many inequalities are redundant
= select t inequalities greedily, maximizing the number of remaining “bad” points
each next inequality removes (hundreds — tens inequalities)
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Searching for Correct Trails (sun, Hu, Wang, Qiao, Ma, and Song 20142)

m goal: model valid differential transitions through an S-box precisely:
Ds = {(An ) A 2 A} € {0,1)

m idea: compute the convex hull of D (over R, H-repr.)

m indeed, any convex combination of a subset of {0,1}2"
can not equal to a new integral point

m simplification: for binary variables, many inequalities are redundant
= select t inequalities greedily, maximizing the number of remaining “bad” points
each next inequality removes (hundreds — tens inequalities)

m objective is still to minimize the number of active S-boxes

18/43



Optimizing Differential Probability - ARX (Fu, Wang, Guo, Sun, and Hu 2016)

Xi i m diff. transition (o, 3) 5, y
m condition (Lipmaa and Moriai 2002):
> 8
o ag @ Po®v =0
o |
1] B (i1 = Bic1 =7i-1)
ot =7i_1=0;@Fi®y (1<i<n-1)

ki 9 E<<;| m ConvexHull+Greedy : 13 inequalities / bit

A m diff. prob. is 27, where
- ¢
' ‘ (={ie0,n—2]:0;=p= —Hd
S TR R eI 3

i=0
objective: minimize ", () =3 224"
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Optlmlzmg Differentia| PrObablllty = SPN (Sun, Hu, Wang, Wang, Qiao, Ma, Shi, Song, and Fu

2014c; Abdelkhalek, Sasaki, Todo, Tolba, and Youssef 2017)

Xo —

X1 —

Xm-1 —

— Y0

S — Y1

(A)

— Ym-1

m often (e.g., small S-boxes), few distinct prob. values
P1,-.., Pk
m example: 8-bit SKINNY128 S-box S:

PriA, 2 A] €
{0 2—2 2—2.4 2—2.7 2—3 2—3.2 2—3.4
2—3.7 2—4 2—4.4 2—5 2—5.4 2—6 2—7}
(14 distinct values)
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Optlmlzmg Differentia| PrObablllty = SPN (Sun, Hu, Wang, Wang, Qiao, Ma, Shi, Song, and Fu

2014c; Abdelkhalek, Sasaki, Todo, Tolba, and Youssef 2017)

X0
X1

Xm-1

—

S
(A)

— Y0

— Y1

— Ym-1

often (e.g., small S-boxes), few distinct prob. values p, ..., pk
introduce variables v4,...,v, €{0,1}, > ,v,=A
model each set

S n
V= {(An4,): Pra, 5 A = p} €T3

on variables (xo, ..., Xm—1, Y05+« Ym—1)

separate sets by using big-M constraints (M suff. large): (set V)

m—1 m—1 m—1 m—1
ZCiXi"’ZC,{YiZC ~ ZC/Xi-FZC,{}/i‘*‘M'(l—Vj)ZC
i=0 i=0 i=0 i=0

objective: maximize vy log py + ... + vk log pk
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LOgical Condition MOdeling = SPN (Abdelkhalek, Sasaki, Todo, Tolba, and Youssef 2017)

Modeling a subset of {0,1}"” in MILP (binary variables)

Procedure

use Quine-McCluskey or Espresso algorithms to find minimal/small CNF formula
for the modeled set V' C {0,1}", e.g.:

xeV & (xV-x3Vxz)A...A(=x1Vx3VxaVxs)

convert each clause
(Xip V... VX V=X V...V DxG,)

into the equivalent inequality
Xip+ .o +xi, +(1=—x)+...+(1—x;,)>1
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Modeling a subset of {0,1}" in MILP (binary variables)

®m (Sun, Hu, Wang, Qiao, Ma, and Song 2014a)
Convex hull + greedy reduction
m (Abdelkhalek, Sasaki, Todo, Tolba, and Youssef 2017)
Logical condition modeling (CNF minimization)
m (Sasaki and Todo 2017)
Replace “greedy reduction” by SetCover Minimization (MILP-based)
m (Boura and Coggia 2020)
“Distorted-Ball” inequalities + SetCover Minimization
m (Udovenko 2021b)
Monotone Learning + SetCover Minimization
= (Sun 2021)
MIP-based method + SetCover Minimization
m (Derbez and Lambin 2022)
CNF to MILP (lossless compression)
m (Averkov, Hojny, and Schymura 2021; Averkov, Hojny, and Schymura 2022)
Efficient MIP Techniques (see later a talk by Christopher Hojny)
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Division Trails - Specifics

m No "probability" to optimize (UNSAT)

Conventional Division Property
m trail found = 777 (imprecision)
m trail can not exist = attack
m monotonicity (active bits number is non-increasing) = less uncertainty

m more often feasible

Perfect Division Property
m need to compute parity of the number of trails

m less often feasible

23/43



Modeling Linear Maps - Criteria (zhang and Rijmen 2019)

Proposition
Consider the linear map defined by a matrix L € F5*". Then,

L
u—v

if and only if the submatrix defined by 1s from u and v is invertible.

Example:
u1=0 wx=1 wu3=1
vi=0 1 0 0 L
va=1 1 1 0 & 011 — 011
va=1 1 1 1

24 /43



Modeling Linear Maps - Imprecise (sun, Wang, and Wang 2016)

If a matrix L € F7*" is invertible, then there exists a permutation ¢ such that
n
[ Lion =1
i=1

ubv implies a matching between 1s in u and 1s in v, with the edges given by 1sin L

variables: t; j(edges for L;; = 1), uj,v; € {0,1} i,j €1, n]
n
equations: u; = Z Lijti; iel,n,Lj=1
j=1
n
= Lijti jeltn]Lij=1
i=1 25/43



Modeling Linear Maps - Precise Methods

| | (SMT—based) (Hu, Wang, and Wang 2020):
m introduce variables for the inverse matrix L;},

m add matrix multiplication constraint L, , X L;:‘l, =Id
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Modeling Linear Maps - Precise Methods

(SMT—based) (Hu, Wang, and Wang 2020):

introduce variables for the inverse matrix L1

add matrix multiplication constraint L, , X L;:‘l, =Id

(MILP—based) (Hong, Zhang, Chen, Lin, and Xiang 2021):

combine different implementations of the linear layer

correct transition must satisfy all of them
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Modeling Linear Maps - Precise Methods

(SMT—based) (Hu, Wang, and Wang 2020):
m introduce variables for the inverse matrix L;},

m add matrix multiplication constraint L, , X L;:‘l, =Id

| | (MILP—based) (Hong, Zhang, Chen, Lin, and Xiang 2021):
m combine different implementations of the linear layer

m correct transition must satisfy all of them

] (MILP—based) (EISheikh and Youssef 2021; Derbez and Lambin 2022):
m implement basic (lossy) constraints

m use callbacks with lazy constraints to discard wrong solutions on-the-fly
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weight 4

weight 3

weight 2

weight 1

weight 0

SN modeling an convex set X C {0,1}":
1 1011 1101 1 .
R T m partial order on {0,1}":

u=v ifft Vi u<vy;
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Modeling Convex Sets

weight 4

weight 3

weight 2

weight 1

weight 0

// \

S / “\
o1yl 1041 1101

00X
Py
1000

<
0001 0010 0100

¥
0000

modeling an convex set X C {0,1}™

m partial order on {0,1}":
u=v ifft Vi u<vy;

m combined CNF
of the upper/lower bounds:

(mx0 V =x3) A (—x0 V —x2) A (x1 V x3)

1001 1010 1010
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Optimizations

m drop integrality constraints on some variables
(implied by integrality of other variables)
m divide-and-conquer / multiple-stage approaches:
m bounds on every k < r rounds e.g. on the number of active S-boxes / bits
m lazy evaluation of complex constraints (via callbacks)
m finding approximate solutions and specifying them afterwards
m using some optimizer features:

m piecewise-linear functions
m callbacks / lazy constraints
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Performance/Feasibility

m experimental method (trial and error)
m many impressive results but no clear performance understanding
m trend: minimizing number of inequalities

B (Sasaki and Todo 2017) noticed that # performance improving
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Open Problems

performance criteria for models
good models for concrete Boolean sets C {0,1}"” (up to n = 32)

good models for square submatrix invertability (rows/columns identified by binary
variables)

fine-tuning solvers and their features

more applications (more cryptanalysis techniques)

affine.group/slides/2022 MILPinSymCrypto.pdf
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Division property (Todo 2015)

Algebraic Normal Form (ANF)

Every function f : F§ — F» admits a unique expression of the form

f(x) = @x” = @ Hxi”’

uely uelF] i=1

Example: f(x) = x1 ® x1xa ® xoxaxs5
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Every function f : F§ — F» admits a unique expression of the form

f(x) = @x” = @ Hxi”’

uely uelF] i=1

Example: f(x) = x1 ® x1xa ® xoxaxs5

X1 —
Xo —
—

Xn —

Ly Integral cryptanalysis: does the ANF of

—>y
’ yi = yi(x1,. .., Xn)

—

— ¥na) contain the monomial x1x ...x,-1 ? (Perfect Div. Prop.)

b) contain a monomial multiple of x;x3 ... x,—1 7 (Conv. Div. Prop.)
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Division Trails - Specifics

Conventional Division Property
m trail found = 777 (imprecision)
m trail can not exist = attack
m monotonicity (active bits number is non-increasing) = less uncertainty

m more often feasible

Perfect Division Property
m need to compute parity of the number of trails

m less often feasible
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|\/|Ode|ing Examp|e (S—bOXGS) (Xiang, Zhang, Bao, and Lin 2016)

X1 n 1 0

X2 yo 1 1
S S

X3 y3 0 1

X4 Ya 1 0

m does the ANF of (y2y3)(x) contain the monomial x;x0x,? (or its multiple)

m encode as a bit-vector transition 1101 = 0110
m MILP model of a subset of {0,1}2" (e.g. convex hull + greedy/SetCover, etc.)

enko 2021a) conv. div. prop.: convex set, with respect to a partial order, very compact models
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lower bound

LT (remove invalid)

upper bound
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Modeling Linear Maps - Criteria (zhang and Rijmen 2019)

Proposition
Consider the linear map defined by a matrix L € F5*". Then,

L
u—v

if and only if the submatrix defined by 1s from u and v is invertible.

Example:
u1=0 wx=1 wu3=1
vi=0 1 0 0 L
va=1 1 1 0 & 011 — 011
va=1 1 1 1
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Modeling Linear Maps - Imprecise (sun, Wang, and Wang 2016)

If a matrix L € F7*" is invertible, then there exists a permutation ¢ such that
n
[ Lion =1
i=1

ubv implies a matching between 1s in u and 1s in v, with the edges given by 1sin L

variables: t; j(edges for L;; = 1), uj,v; € {0,1} i,j €1, n]
n
equations: u; = Z Lijti; iel,n,Lj=1
j=1
n
= Lijti jeltn]Lij=1
i=1 38/43



Modeling Linear Maps - Precise Methods

Wang, and Wang 2020) (SMT—based):
m introduce variables for the inverse matrix L;},

m add matrix multiplication constraint L, , X L;:‘l, =Id
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Wang, and Wang 2020)
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n, Lin, and Xiang 2021)
| |

(SMT-based):
introduce variables for the inverse matrix L;},

add matrix multiplication constraint L, , X L;:‘l, =Id

(MILP-based):
combine different implementations of the linear layer

correct transition must satisfy all of them
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Modeling Linear Maps - Precise Methods

Wang, and Wang 2020) (SMT—based):
m introduce variables for the inverse matrix L;},

m add matrix multiplication constraint L, , X L;:‘l, =Id

n, Lin, and Xiang 2021) (MILP—based):
m combine different implementations of the linear layer

m correct transition must satisfy all of them

rbez and Lambin 2022) (MILP—based):
m implement basic (lossy) constraints

m use callbacks with lazy constraints to discard wrong solutions on-the-fly
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Monotonicity and Convexity on {0,1}" - Definitions

weight 4

weight 3

weight 2

weight 1

weight 0

1111

o114 10i1 1101 1110

m partial order on {0,1}":
u=v iff Vi u<vy;

m lowerset: u¢ X AveX
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weight 4

weight 3

weight 2

weight 1

weight 0

* ) 2 *
0001 0010 0100

W
0000

m partial order on {0,1}":
u=v iff Vi u<vy;

mlowerset: u¢ X AveX
moupperset: ue X Av¢g X
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weight 4

weight 3

weight 2

weight 1

weight 0

W
0000

partial order on {0,1}":
u=v iff Vi u<vy;

lower set: u¢ X AveX
upperset: ue X Av ¢ X

extreme elements
(resp. maximal/minimal)

form a compact representation:

{**11, 111}
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Monotonicity and Convexity on {0,1}" - Definitions

weight 4

weight 3

weight 2

weight 1

weight 0

1111

0114 10i1 1101 1110

partial order on {0,1}":
u=<v iff Vi u<vy;
lower set: u ¢ X AveX
upperset: ue X Av ¢ X

extreme elements
(resp. maximal/minimal)

form a compact representation:

{**11, 111}
{0**x, *x00}
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Monotonicity and Convexity on {0,1}" - Definitions

weight 4

weight 3

weight 2

weight 1

weight 0

1111

0114 10i1 1101 1110

. .
0001 0010 0100 1000

v
0000

partial order on {0,1}":
u=v ifft Vi u<vy;

lower set: u ¢ X AveX
upperset: ue X Av ¢ X
extreme elements

(resp. maximal/minimal)

form a compact representation:
{**11, 111}

{O%**, xx00}

m convex set: lower set N upper set
(two-sided bound)

40/43



Modeling Upper/Lower Sets

1111
weight 4
eight 3 0
e modeling an upper set X C {0,1}"™
m monotone CNF (from the max-set of
weight 2 : the complement):

0011 0101 01.10 1001 10.10 1100
‘ (XO \/X3)/\ (X2) /\(X1 \/X3)

o —— =~
weight 1 ! 0110 1101 1010
0001 0010 0100 1000

weight 0 0000
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weight 4

weight 3

weight 2

weight 1

weight 0

modeling an convex set X C {0,1}":
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Modeling Convex Sets

weight 4

weight 3

weight 2

weight 1

weight 0

10 0100 1000

o

0001 0

¥
0000

modeling an convex set X C {0,1}":

m combined CNF

of the upper/lower bounds:

(‘ﬂXb N/-1x3) ﬁ\(—wxo V"ﬂ%@) /\(X& V’X3)
——

1001

1010

1010
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Conventional Division Property - Convexity and Redundancy (udovenko 20212)

weight 4

weight 3

weight 2

weight 1

weight 0

1111

0114 1041 1101 1110
s o T T

00 L0110 1001 1010 1100

v \ ¥
0001 0010 0100 1000

v
0000

redundant

minimal

invalid

lower bound
(remove invalid)

upper bound
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