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Rotational Cryptanalysis [Khovratovich and Nikolic 2010 FSE]
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Rotational Cryptanalysis [Khovratovich and Nikolic 2010 FSE]
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Rotational-XOR (RX) Cryptanalysis [Ashur and Liu 2016 FSE]
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Rotational-XOR (RX) Cryptanalysis [Ashur and Liu 2016 FSE]
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Rotational-XOR (RX) Cryptanalysis [Ashur and Liu 2016 FSE]

←Ðx ⊕ α

⊞ ←Ðy ⊕ β

Pr=p

←ÐÐ
x ⊞ y ⊕∆

Theorem ([AL16], k = 1)

p = 1(I⊕SHL)(𝜒L)⊕1≼SHL(𝜈L) · 2−wt(SHL(𝜈L)) · 2−3

+ 1(I⊕SHL)(𝜒L)≼SHL(𝜈L) · 2−wt(SHL(𝜈L)) · 2−1.415

where
(𝜒L||𝜒0) = 𝛼⊕ 𝛽 ⊕Δ

(𝜈L||𝜈0) = (𝛼⊕ 𝛽) ∨ (𝛼⊕Δ) (not-all-equal)
SHL : shift left by 1 position (drop MSB)
2−wt(SHL(𝜈L)) is a normal ARX differential prob. (excl. LSB)
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Our contribution

[AL16], k = 1

Not fully correct:
∃ class of transitions with probability
2x lower or 1.5x higher

[HXW22], any k

Incorrect:
large discrepancies with experiments,
imprecise validity condition

Ours: probability, any k

p = Tn−k(𝜒L, 𝜈L, 𝜒0)× Tk(𝜒R , 𝜈R , 𝜒k)

Tm(𝜒,𝜈, 𝜒̂i ) = 2−wt(SHL(𝜈))−1

+1𝜒∈{0...0,1...1} × (−1)𝜒̂i × 2−m−1

Ours: validity, any k

p > 0 if and only if ui ≤ vi ∀i ̸= 0, k

u = (I ⊕ SHL)(𝛼⊕ 𝛽 ⊕Δ)

v = SHL((𝛼⊕Δ) ∨ (𝛽 ⊕Δ))

Extensively verified by experiments!
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Our result (probability, any k)

(MSB) n−1 k 0 (LSB)

α αL αR

β βL βR

∆ ∆L ∆R

kn− k

𝜒 = 𝛼⊕ 𝛽 ⊕Δ

𝜈 = (𝛼⊕ 𝛽) ∨ (𝛼⊕Δ)

Theorem (Main, if p > 0)

p = Tn−k(𝛼L, 𝛽L,ΔL, 𝛼0 ⊕ 𝛽0 ⊕Δ0) × Tk(𝛼R , 𝛽R ,ΔR , 𝛼k ⊕ 𝛽k ⊕Δk)

where

Tm(𝛼,𝛽,Δ,w) = 2−d−1 + 1𝛼⊕𝛽⊕Δ∈{0...0,1...1} × (−1)w × 2−m−1

d = wt(SHL(𝜈)) = wt(SHL((𝛼⊕ 𝛽) ∨ (𝛼⊕Δ)))
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Our result (validity criterion, any k)

Theorem (RX-differential, 0 < k < n)

p = Pr
[︀
(←−x ⊕ 𝛼)⊞ (←−y ⊕ 𝛽) ⊕ ←−−−x ⊞ y = Δ

]︀
> 0

if and only if ui ≤ vi for all i ̸= 0, k , where

u = (I ⊕ SHL)(𝛼⊕ 𝛽 ⊕Δ)

v = SHL((𝛼⊕Δ) ∨ (𝛽 ⊕Δ))
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Our result (validity criterion, any k)

Theorem (Normal differential (k = 0), Lipmaa and Moriai 2002)

p = Pr
[︀
(x ⊕ 𝛼)⊞ (y ⊕ 𝛽) ⊕ x ⊞ y = Δ

]︀
> 0

if and only if ui ≤ vi for all i , where

u = (I ⊕ SHL)(𝛼⊕ 𝛽 ⊕Δ)

v = SHL((𝛼⊕Δ) ∨ (𝛽 ⊕Δ))
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Impact of correction for k = 1

Theorem ([AL16], k = 1)

p = 1(I⊕SHL)(𝜒L)⊕1≼SHL(𝜈L) · 2−wt(SHL(𝜈L)) · 2−3

+ 1(I⊕SHL)(𝜒L)≼SHL(𝜈L) · 2−wt(SHL(𝜈L)) · 2−1.415

Theorem (Ours)

Thm [AL16] holds exactly when 𝜒L /∈ {0 . . . 0, 1 . . . 1}, where (𝜒L||𝜒0) = 𝛼⊕ 𝛽 ⊕Δ.

• Correction factor: 2x lower or 1.5x higher actual prob.

• High prob. trail: 𝜒L = 0 . . . 0 is likely to occur (sparse), but negl. correction
• Low prob. trail: unlikely to occur (dense)

Conclusion: concrete trails are probably not affected, optimality claims do

8
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MILP Model

Model 1 - Heuristic (NEQ)

• Ignore the approximation factor: p ≈ 2−wt SHL𝜈L−wt SHL𝜈R−2

• A special case of the standard ARX model

• Bonus: model [y = 1 if and only if x1 = . . . = xm] with 4 inequalities for any m

Model 2 - Precise

• Model the weight of the correction factor using logarithm tables (PieceWise-Linear
constraints - PWL)

• “Flag” variables to determine if the correction is needed

9
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Alzette (64-bit ARX-box, 4 32-bit modular additions)

CASCADA,[LWRA17]

(k = 1)
This work

(k = 1)
This work

(k > 1)
[HXW22]

(k = 1)
[HXW22]

(k > 1)
ci wt wt wt wt wt
c0 33.66 33.66 33.93 37.66 43.00
c1 31.66 31.66 33.01 38.66 -
c2 37.66 37.66 34.00 52.66 -
c3 38.66 38.66 32.75 45.66 -
c4 35.66 35.66 33.00 45.66 -
c5 32.66 33.66 30.89 44.66 -
c6 30.66 30.66 32.97 40.66 -
c7 37.66 37.66 32.45 49.66 -

(all values are − log2 p)
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Malzette

⊕ ⊕c2r c2r+1

⊞
⊕

⋙ s2r

⋙ s2r+1 × 12 rounds

• Diff./lin. lower bounds 254 and 238

• RX-differential prob. 2−24.86 (k = 3)

• Verified experimentally
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Malzette

⊕ ⊕c2r c2r+1

⊞
⊕

⋙ s2r

⋙ s2r+1 × 12 rounds

• Diff./lin. lower bounds 254 and 238

• RX-differential prob. 2−24.86 (k = 3)

• Verified experimentally

Round Constants log2(prob)

1 1c71c924:249cad47 -2.83
2 49249c71:1249871c -1.83
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4 38e39249:152ad249 -1.83
5 638e36db:649cad55 -2.83
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8 471c7249:36a4ff1c -2.19
9 4924938e:5b6c8e47 -3.19
10 2aab6db6:71c736db -1.83
11 6db638e3:55b9c71d -2.83
12 fb3d2330:b6da4b61 -2.19

Total -29.41 11
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Conclusions

Theory

• Compact exact probability for all rotations k

• Useful ARX theory
• RXDP with constant addition - state machine (Q: can be simplified?)

Applications

• MILP model using PWL
• Applied to Alzette, Toy Speck, etc. (Q: improve performance, SMT?)
• Malzette - proof-of-concept RX-backdoor

github.com/cryptolu/RX-Differentials-Probability

tosc.iacr.org/index.php/ToSC/article/view/12087
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Proof ideas - Decomposition

k n − k
x, y xL xR←Ðx ,←Ðy xR xL

α,β,∆ αL′ aR′
kn − k

⎧⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎩
(xR ⊕ 𝛼L′)⊞ (yR ⊕ 𝛽L′)⊞cL ⊕ xR ⊞ yR = ΔL′

(xL ⊕ 𝛼R′)⊞ (yL ⊕ 𝛽R′) ⊕ xL ⊞ yL⊞cR = ΔR′

cR =1xR+yR≥2n−k

cL =1(xL⊕𝛼R′ )+(yL⊕𝛽R′ )≥2k

⎧⎨⎩ (x ⊕𝛼)⊞ (y ⊕ 𝛽)⊞ (𝛼0 ⊕ 𝛽0 ⊕Δ0)⊕ x ⊞ y = Δ

1x+y≥2m = w
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Proof ideas - Recursion

Proposition (Carry-constrained Differential through ⊞)
Let

XDSn = #{(x , y) | x ⊞ y ⊕ (x ⊕ 𝛼)⊞ (y ⊕ 𝛽) = Δ} (Lipmaa-Moriai)

Rn(𝛼, 𝛽,Δ) = #{(x , y) ∈ XDSn(𝛼, 𝛽,Δ) | x + y < 2n}

Then, for 𝛼̃ = (𝛼′||𝛼), 𝛽 = (𝛽′||𝛽), Δ̃ = (Δ′||Δ), 𝜒′ = 𝛼′ ⊕ 𝛽′ ⊕Δ′ we have

Rn+1(𝛼̃, 𝛽, Δ̃) =

⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩
2Rn(𝛼, 𝛽,Δ) if not (𝛼n−1 = 𝛽n−1 = Δn−1) and 𝜒′ = 0

#XDSn(𝛼, 𝛽,Δ) if not (𝛼n−1 = 𝛽n−1 = Δn−1) and 𝜒′ = 1

#XDSn(𝛼, 𝛽,Δ) + 2Rn(𝛼, 𝛽,Δ) if 𝛼n−1 = 𝛽n−1 = Δn−1 = 0 and 𝜒′ = 0

2×#XDSn(𝛼, 𝛽,Δ) if 𝛿n−1 = 𝛼n−1 = 𝛽n−1 = Δn−1 = 1 and 𝜒′ = 1
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Impact of correction for k = 1

Theorem ([AL16], k = 1)

p = 1(I⊕SHL)(𝜒L)⊕1≼SHL(𝜈L) · 2−wt(SHL(𝜈L)) · 2−3

+ 1(I⊕SHL)(𝜒L)≼SHL(𝜈L) · 2−wt(SHL(𝜈L)) · 2−1.415

Theorem (Ours)

Thm [AL16] holds exactly when 𝜒L /∈ {0 . . . 0, 1 . . . 1}, where (𝜒L||𝜒0) = 𝛼⊕ 𝛽 ⊕Δ.

• Correction factor: 2x lower or 1.5x higher actual prob.

• High prob. trail: 𝜒L = 0 . . . 0 is likely to occur (sparse), but negl. correction
• Low prob. trail: unlikely to occur (dense)

Conclusion: concrete trails are probably not affected, optimality claims do
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