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Rotational-XOR (RX) Cryptanalysis [Ashur and Liu FSE]

Theorem ([AL16], k = 1)
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Rotational-XOR (RX) Cryptanalysis [Ashur and Liu FSE]

Theorem ([AL16], k = 1)

P = LygsH)(x)oi<sHLey) -2 M) 273

+ L(1@SHL) (x,)<SHL(wL) . 9= wt(SHL(11)) . o—1.415

Pr=p where
(xtlxo) =a®pa A
oA (vi]|vo) = (@@ B) V (a® A)  (not-all-equal)

SHL : shift left by 1 position (drop MSB)
2~ wtSHL()) is a normal ARX differential prob. (excl. LSB)



Our contribution



Our contribution

Ours: probability, any k
p = To—k(xL;vL, X0) X Tk(XR:VRs XkK)

Tm(X, v, 5&[) — 2—wt(SHL(»))-1

+1yeq0.01..13 X (—1)% x 27m1



Our contribution

Ours: probability, any k
p = To—k(xL;vL, X0) X Tk(XR:VRs XkK)

[AL16], k=1
Not fully correct: Tl v, %) = o—wt(SHL(v))-1
3 class of transitions with probability +lyeq0.01..1) X (—1)% x 2=m-1

2x lower or 1.5x higher



Our contribution

Ours: probability, any k
p = To—k(xL;vL, X0) X Tk(XR:VRs XkK)

[AL16], k=1
Not fully correct: Tl v, %) = o—wt(SHL(v))-1
3 class of transitions with probability 10,0113 X (1% x 2771

2x lower or 1.5x higher

[HXW22], any k

Incorrect:

large discrepancies with experiments,
imprecise validity condition



Our contribution

Ours: probability, any k
p= To—k(XxL,vL,x0) X Tk(XR,VRs Xk)

[AL16], k=1
Not fully correct: Tl v, %) = o—wt(SHL(v))-1
3 class of transitions with probability 10,0113 X (1% x 2771

2x lower or 1.5x higher
QOurs: validity, any k

p>0 ifandonlyif u;<v; Vi#0k

u=(l®SHL)(a® B A)
v=SHL((a® A)V (8 ® A))

[HXW22], any k

Incorrect:

large discrepancies with experiments,
imprecise validity condition



Our contribution

Ours: probability, any k
p= To—k(XxL,vL,x0) X Tk(XR,VRs Xk)

[AL16], k=1
Not fully correct: Tl v, %) = o—wt(SHL(v))-1
3 class of transitions with probability 10,0113 X (1% x 2771

2x lower or 1.5x higher
QOurs: validity, any k

p>0 ifandonlyif u;<v; Vi#0k

u=(l®SHL)(a® B A)
v=SHL((a® A)V (8 ® A))

[HXW22], any k

Incorrect:

large discrepancies with experiments,
imprecise validity condition

Q/ Extensively verified by experiments!
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Our result (probability, any k)

(MSB)n—1 k 0 . (LSB)
a | o [ or |
Bl B [B]

A A 8]
n—k k

Theorem (Main, if p > 0)

p= To_k(or,BL, AL, 0 ® Bo ® Do) X Ti(ar,Br, AR,k @ Pk @ Ax)
where

Tm(a, B, A,w) =279 + Tagppacio. 011y X (—1)¥ x 271
d = wt(SHL(v)) = wt(SHL((a & 8) V (a & A)))



Our result (probability, any k)

(MSB)n—1 k 0. (LSB)
o l or | OR ‘
B[ B | Br | X=a®foA
A A AR v=(a®p)V(adA)
n—k T

Theorem (Main, if p > 0)

p= To—i(xL,vL,x0) % Ti(xr:VrR:Xk)

where

) _ 2—Wt(SHL(u))—1

Tm(X7V>)%i + 1)(6{0...0,1...1} X (—1)*" R A



Our result (validity criterion, any k)

Theorem (RX-differential, 0 < k < n)
p:Pr[(?@a)Eﬂ(V@ﬁ) ® xBy=A]>0
if and only if u; < v; for all i # 0, k, where

u=(l®SHL)(a® B A)
v=SHL((a® A)V (8 & A))



Our result (validity criterion, any k)

Theorem (Normal differential (k = 0), Lipmaa and Moriai 2002)

p=Pri(x®a)B(y®p) & xBy=A] >0

if and only if u; < v; for all i, where

u=(l®SHL)(a® B A)
v=SHL((a® A)V (8 & A))
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Theorem (Ours)
Thm [AL16] holds exactly when x; ¢ {0...0,1...1}, where (xr||x0) =a® & A.

e Correction factor: 2x lower or higher actual prob.
e High prob. trail: x, =0...0 is likely to occur (sparse), but correction
e Low prob. trail: unlikely to occur (dense)

Conclusion: concrete trails are probably not affected, optimality claims do
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MILP Model

Model 1 - Heuristic (NEQ)
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MILP Model

Model 1 - Heuristic (NEQ)

e Ignore the approximation factor: p ~ 2~ WtSHLvi—wtSHLvR—2

e A special case of the standard ARX model

e Bonus: model [y =1 if and only if x3 = ... = x;,] with 4 inequalities for any m

Model 2 - Precise

e Model the weight of the correction factor using logarithm tables (PieceWise-Linear
constraints - PWL)

e “Flag" variables to determine if the correction is needed



Alzette (64-bit ARX-box, 4 32-bit modular additions)

CASCADA,[LWRA17] | This work | This work | [HXW22] | [HXW22]
(k=1) (k=1) | (k>1) | (k=1)| (k>1)
Ci wt wt wt wt wt
Co 33.66 33.66 33.93 37.66 43.00
ca 31.66 31.66 33.01 38.66 -
o) 37.66 37.66 34.00 52.66 -
c3 38.66 38.66 32.75 45.66 -
Ca 35.66 35.66 33.00 45.66 -
Cs 32.66 33.66 30.89 44.66 -
Co 30.66 30.66 32.97 40.66 -
c7 37.66 37.66 32.45 49.66 -

(all values are —log, p)
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Malzette
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Malzette

l Round Constants log, (prob)
3> 8o, 1 1¢c71c924:249cad47 -2.83
2 49249c71:1249871c¢ -1.83
>> Sor41 — @ x 12 rounds 3 6db6c71c:5b127ffe -3.19
| 4 38e39249:152ad249 -1.83
@ Cor ® Cor+l 5 638e36db:649cad55 -2.83
l l 6 1c71c7f£:471c9492 -1.83
7 36db6d55:63f1c71d -2.83
8 471c7249:36a4ff1c -2.19
9 4924938e:5b6c8e47 -3.19
10 2aab6db6:71c736db -1.83
11 6db638e3:55b9c71d -2.83
12 £b3d2330:b6dadb61 -2.19
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Malzette

l Round Constants log, (prob)
3> 8o, 1 1c71c924:249cad47 -2.83
2 49249c¢71:1249871c -1.83
f >> Sopy] — @ x 12 rounds 3 6db6c71c:5b127ffe -3.19
l 4 38e39249:152ad249 -1.83
@ Cor ® Cor+l 5 638e36db:649cad55 -2.83
l l 6 1c71c7££:471c9492 -1.83
7 36db6d55:63f1c71d -2.83
. . 38 8 471c7249:36ad4fflc -2.19
e Diff./lin. lower bounds 2°* and 2 9 49949386-5b6c8edT 319
e RX-differential prob. 272941 (k = 3) 10 2aab6db6:71c736db -1.83
o Verified experimentally 11 6db638e3:5509c71d -2.83
12 fb3d2330:b6dadb61 -2.19

Total 2941 11



Malzette

l Round Constants log, (prob)
— >> 59, 1 00000000:4e381clic -2.19
2 2aaaaaaa:36dbe492 -2.19
f >> Sopy] — @ x 12 rounds 3 TEfffff£:1236db6¢C -1.83
l 4 55555555:0763638e -1.83
@ Cor ® Cor+l 5 2aaaaaaa:1b6d4949 -2.19
l l 6 55555555:638ef1c7 -1.83
7 00000000:47638e39 -2.19
. 38 8 2aaaaaaa:5236b6db -2.19
e Diff./lin. lower bounds 2°* and 2 9 55555555:4e381c1c 183
e RX-differential prob. 272486 (k = 3) 10  T7fffffff:638ebicT -2.19
o Verified experimentally 11 Tfffff£f£:47638e39 -2.19
12 3f2bb31e:b6c004cc -2.19

Total 2486 11



Conclusions
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Conclusions

Theory

e Compact exact probability for all rotations k
e Useful ARX theory
e RXDP with constant addition - state machine (Q: can be simplified?)
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Proof ideas - Decomposition

k n-k

S (xr @ ap)B(yr @ Brr)Bc, & xrByr =Ap
T,y | v | TR |

(xt®ar)B(yL®Br) & x By Hcg =Ar
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Proof ideas - Decomposition

k n-k

S (xr @ ap)B(yr @ Brr)Bc, & xrByr =Ap
T,y | v | TR |

(xt®ar)B(yL®Br) & x By Hcg =Ar

xz,Uy | R | L | CR :]lXR+YRZ2"_k
A[ @ a
o, B3, |%L’_| R | L =L @ag)+(nepp)>2*
n-k k

(xoa)B(yeB)B(ao®Bo® Ag)dxHy =A

]lx+y22m =W
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Proof ideas - Recursion

Proposition (Carry-constrained Differential through )
Let

XDS, = #{(x,y) | xBy & (x@a)E(y®p)= A} (Lipmaa-Moriai
Ra(a, B, ) = #{(x, y) € XDSs(e, B,8) | x +y < 2}

Then, for & = (</||a), 5 = (B']|8), A = (&]|A), X' = ® ' & A’ we have

2Rp(a, B, A) if not (ap—1 = Bn1 = Ap—1) and x' =0

#XDS, (i, B, A) if not (ap—1 = Bp_1=24,-1) and X' =1

#XDS, (o, B, A) + 2R, (v, B, A) if 1 = fr1=ADp_1=0and x' =0
2 X #XDS,(a, B, A) ifdp1 =ap1=Ln1=0,1=1and x' =1

RnJrl(&a B) A) =

17
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e Correction factor: 2x lower or higher actual prob.
e High prob. trail: x, =0...0 is likely to occur (sparse), but correction
e Low prob. trail: unlikely to occur (dense)

Conclusion: concrete trails are probably not affected, optimality claims do
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